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Three Revolutions in Information Production

Public: unprepared & unprotectedOld gate-keepers: removed



1. Fake news: factuality

2. Disinformation: factuality + harm

3. Infodemic: harm

Evolution of the Factuality-Related Terminology



https://www.who.int/emergencies/diseases/novel-coronavirus-2019/events-as-they-happen

https://www.who.int/emergencies/diseases/novel-coronavirus-2019/events-as-they-happen


1. Fake news: factuality

2. Disinformation: factuality + harm

3. Infodemic: harm

4. Hallucination: factuality (GenAI made it great again?)

Evolution of the Factuality-Related Terminology
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Nature Machine Intelligence (2024): Factuality Challenges in the Era of Large Language Models and Opportunities for Fact-Checking
Isabelle Augenstein, Timothy Baldwin, Meeyoung Cha, Tanmoy Chakraborty, Giovanni Luca, Ciampaglia, David Corney, Renee DiResta, Emilio Ferrara, 
Scott Hale, Alon Halevy, Eduard Hovy, Heng Ji, Filippo Menczer, Ruben Miguez, Preslav Nakov, Dietram Scheufele, Shivam Sharma, Giovanni Zagni



• Tone
- coherent, fluent, persuasive: “authoritative liars”

• Public perception
- halo effect: if good in some cases, assumed always good

• Style impersonation
- journalists, politicians
- e.g., using text from emails, social media posts

• Fake user profiles
- large network of ChatGPT-generated fake profiles found on X

• Fake websites
- Newsguard identified 487 AI-generated fake news sites

• Disinformation pollution on the Web
- targeting LLM training and RAG
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Nature Machine Intelligence (2024): Factuality Challenges in the Era of Large Language Models and Opportunities for Fact-Checking
Isabelle Augenstein, Timothy Baldwin, Meeyoung Cha, Tanmoy Chakraborty, Giovanni Luca, Ciampaglia, David Corney, Renee DiResta, Emilio Ferrara, 
Scott Hale, Alon Halevy, Eduard Hovy, Heng Ji, Filippo Menczer, Ruben Miguez, Preslav Nakov, Dietram Scheufele, Shivam Sharma, Giovanni Zagni

Threats of Malicious GenAI



Addressing the Threats
• Alignment and safety of LLMs

• Retrieval-augmented generation

• Using a larger model

• Fact-checking

• Detecting machine-generated content

• Checking content authenticity and provenance

• Regulation

• Promoting AI Literacy
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Nature Machine Intelligence (2024): Factuality Challenges in the Era of Large Language Models and Opportunities for Fact-Checking
Isabelle Augenstein, Timothy Baldwin, Meeyoung Cha, Tanmoy Chakraborty, Giovanni Luca, Ciampaglia, David Corney, Renee DiResta, Emilio Ferrara, 
Scott Hale, Alon Halevy, Eduard Hovy, Heng Ji, Filippo Menczer, Ruben Miguez, Preslav Nakov, Dietram Scheufele, Shivam Sharma, Giovanni Zagni



Fact-Checking
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Fact-Checking: Question-Guided Automation

EMNLP’2023 (demo): QACHECK: A Demonstration System for Question-Guided Multi-Hop Fact-Checking
Liangming Pan, Xiaobao Wu, Xinyuan Lu, Min-Yen Kan, Preslav Nakov (https://aclanthology.org/2023.emnlp-demo.23/)

https://aclanthology.org/2023.emnlp-demo.23/
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Fact-Checking: Reasoning Program Generation
Claim: Both James Cameron and the director of the film Interstellar were born in Canada.

ACL-2023: Fact-Checking Complex Claims with Program-Guided Reasoning (https://aclanthology.org/2023.acl-long.386/)
Liangming Pan, Xiaobao Wu, Xinyuan Lu, Anh Tuan Luu, William Yang Wang, Min-Yen Kan, Preslav Nakov

https://aclanthology.org/2023.acl-long.386/


Factcheck-Bench: Fine-Grained 
Evaluation Benchmark 
for Automatic Fact-Checking



Factcheck-GPT: End-to-End Fine-Grained Document-
Level Fact-Checking and Correction of LLM Output
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EMNLP-2024 (Findings): Factcheck-Bench: fine-grained evaluation benchmark for automatic fact-checkers
Yuxia Wang, Revanth Gangi Reddy, Zain Muhammad Mujahid, Arnav Arora, Aleksandr Rubashevskii, Jiahui Geng, Osama Mohammed Afzal, 
Liangming Pan, Nadav Borenstein, Aditya Pillai, Isabelle Augenstein, Iryna Gurevych, Preslav Nakov (https://aclanthology.org/2024.findings-emnlp.830/)

Question: Who is the king of Canada?

Is it factually TRUE?

https://aclanthology.org/2024.findings-emnlp.830/


Factcheck-GPT: End-to-End Fine-Grained Document-
Level Fact-Checking and Correction of LLM Output
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Decompose and Decontextualize into Atomic Claims

C41 is an opinion, and C43 is a claim but not check-worthy. 
The rest are check-worthy claims.

EMNLP-2024 (Findings): Factcheck-Bench: fine-grained evaluation benchmark for automatic fact-checkers
Yuxia Wang, Revanth Gangi Reddy, Zain Muhammad Mujahid, Arnav Arora, Aleksandr Rubashevskii, Jiahui Geng, Osama Mohammed Afzal, 
Liangming Pan, Nadav Borenstein, Aditya Pillai, Isabelle Augenstein, Iryna Gurevych, Preslav Nakov (https://aclanthology.org/2024.findings-emnlp.830/)

https://aclanthology.org/2024.findings-emnlp.830/
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Retrieve, Collect Evidence, and Detect the Stance (support, partially support, refute, irrelevant)

EMNLP-2024 (Findings): Factcheck-Bench: fine-grained evaluation benchmark for automatic fact-checkers
Yuxia Wang, Revanth Gangi Reddy, Zain Muhammad Mujahid, Arnav Arora, Aleksandr Rubashevskii, Jiahui Geng, Osama Mohammed Afzal, 
Liangming Pan, Nadav Borenstein, Aditya Pillai, Isabelle Augenstein, Iryna Gurevych, Preslav Nakov (https://aclanthology.org/2024.findings-emnlp.830/)

https://aclanthology.org/2024.findings-emnlp.830/
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Decide True/False and Correction Operation (delete, replace A with B)

EMNLP-2024 (Findings): Factcheck-Bench: fine-grained evaluation benchmark for automatic fact-checkers
Yuxia Wang, Revanth Gangi Reddy, Zain Muhammad Mujahid, Arnav Arora, Aleksandr Rubashevskii, Jiahui Geng, Osama Mohammed Afzal, 
Liangming Pan, Nadav Borenstein, Aditya Pillai, Isabelle Augenstein, Iryna Gurevych, Preslav Nakov (https://aclanthology.org/2024.findings-emnlp.830/)

https://aclanthology.org/2024.findings-emnlp.830/
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Revise the original response

Is it factually TRUE?

Factcheck-GPT: End-to-End Fine-Grained Document-
Level Fact-Checking and Correction of LLM Output

EMNLP-2024 (Findings): Factcheck-Bench: fine-grained evaluation benchmark for automatic fact-checkers
Yuxia Wang, Revanth Gangi Reddy, Zain Muhammad Mujahid, Arnav Arora, Aleksandr Rubashevskii, Jiahui Geng, Osama Mohammed Afzal, 
Liangming Pan, Nadav Borenstein, Aditya Pillai, Isabelle Augenstein, Iryna Gurevych, Preslav Nakov (https://aclanthology.org/2024.findings-emnlp.830/)

https://aclanthology.org/2024.findings-emnlp.830/


https://openfactcheck.com/

https://openfactcheck.com/
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Tool: OpenFactCheck

EMNLP’2024 (demo): OpenFactCheck: A Unified Framework for Factuality Evaluation of LLMs. (https://aclanthology.org/2024.emnlp-demo.23/)
Yuxia Wang, Minghan Wang, Hasan Iqbal, Georgi Georgiev, Jiahui Geng, Preslav Nakov

https://aclanthology.org/2024.emnlp-demo.23/
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https://openfactcheck.com/

EMNLP’2024 (demo): OpenFactCheck: A Unified Framework for Factuality Evaluation of LLMs. (https://aclanthology.org/2024.emnlp-demo.23/)
Yuxia Wang, Minghan Wang, Hasan Iqbal, Georgi Georgiev, Jiahui Geng, Preslav Nakov

https://openfactcheck.com/
https://aclanthology.org/2024.emnlp-demo.23/


Tool: OpenFactCheck
https://openfactcheck.com
/

22EMNLP’2024 (demo): OpenFactCheck: A Unified Framework for Factuality Evaluation of LLMs. (https://aclanthology.org/2024.emnlp-demo.23/)
Yuxia Wang, Minghan Wang, Hasan Iqbal, Georgi Georgiev, Jiahui Geng, Preslav Nakov

https://openfactcheck.com/
https://aclanthology.org/2024.emnlp-demo.23/


Tool: OpenFactCheck
https://openfactcheck.com/

23EMNLP’2024 (demo): OpenFactCheck: A Unified Framework for Factuality Evaluation of LLMs. (https://aclanthology.org/2024.emnlp-demo.23/)
Yuxia Wang, Minghan Wang, Hasan Iqbal, Georgi Georgiev, Jiahui Geng, Preslav Nakov

https://openfactcheck.com/
https://aclanthology.org/2024.emnlp-demo.23/


https://github.com/Libr-AI/OpenFactVerification

https://github.com/Libr-AI/OpenFactVerification


Tool: Loki
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https://github.com/Libr-AI/OpenFactVerification

COLING’2025 (demo): Loki: An Open-Source Tool for Fact Verification (https://arxiv.org/abs/2410.01794v1)
Haonan Li, Xudong Han, Hao Wang, Yuxia Wang, Minghan Wang, Rui Xing, Yilin Geng, Zenan Zhai, Preslav Nakov, Timothy Baldwin

https://github.com/Libr-AI/OpenFactVerification
https://arxiv.org/abs/2410.01794v1
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Tool: Loki

COLING’2025 (demo): Loki: An Open-Source Tool for Fact Verification (https://arxiv.org/abs/2410.01794v1)
Haonan Li, Xudong Han, Hao Wang, Yuxia Wang, Minghan Wang, Rui Xing, Yilin Geng, Zenan Zhai, Preslav Nakov, Timothy Baldwin

https://github.com/Libr-AI/OpenFactVerification

https://arxiv.org/abs/2410.01794v1
https://github.com/Libr-AI/OpenFactVerification


https://github.com/IINemo/lm-polygraph

LM-Polygraph

https://github.com/IINemo/lm-polygraph
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Tool: LM-Polygraph
https://github.com/IINemo/lm-polygraph

ACL’2024 (Findings): Fact-Checking the Output of Large Language Models via Token-Level Uncertainty Quantification
Ekaterina Fadeeva, Aleksandr Rubashevskii, Artem Shelmanov, Sergey Petrakov, Haonan Li, Hamdy Mubarak, Evgenii Tsymbalov, 
Gleb Kuzmin, Alexander Panchenko, Timothy Baldwin, Preslav Nakov, Maxim Panov (https://aclanthology.org/2024.findings-acl.558/)

https://github.com/IINemo/lm-polygraph
https://aclanthology.org/2024.findings-acl.558/
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ACL’2024 (Findings): Fact-Checking the Output of Large Language Models via Token-Level Uncertainty Quantification
Ekaterina Fadeeva, Aleksandr Rubashevskii, Artem Shelmanov, Sergey Petrakov, Haonan Li, Hamdy Mubarak, Evgenii Tsymbalov, 
Gleb Kuzmin, Alexander Panchenko, Timothy Baldwin, Preslav Nakov, Maxim Panov (https://aclanthology.org/2024.findings-acl.558/)

Tool: LM-Polygraph
https://github.com/IINemo/lm-polygraph

https://aclanthology.org/2024.findings-acl.558/
https://github.com/IINemo/lm-polygraph
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LM-Polygraph (Python Library)
https://github.com/IINemo/lm-polygraph

TACL journal (2025): Benchmarking Uncertainty Quantification Methods for Large Language Models with LM-Polygraph
Roman Vashurin, Ekaterina Fadeeva, Artem Vazhentsev Lyudmila Rvanova, Akim Tsvigun, Daniil Vasilev, Rui Xing, Abdelrahman Sadallah, Kirill Grishchenkov, 
Sergey Petrakov, Alexander Panchenko, Timothy Baldwin, Preslav Nakov, Maxim Panov, Artem Shelmanov (https://arxiv.org/pdf/2406.15627)

https://github.com/IINemo/lm-polygraph
https://arxiv.org/pdf/2406.15627
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LM-Polygraph (Python Library)
https://github.com/IINemo/lm-polygraph

TACL journal (2025): Benchmarking Uncertainty Quantification Methods for Large Language Models with LM-Polygraph
Roman Vashurin, Ekaterina Fadeeva, Artem Vazhentsev Lyudmila Rvanova, Akim Tsvigun, Daniil Vasilev, Rui Xing, Abdelrahman Sadallah, Kirill Grishchenkov, 
Sergey Petrakov, Alexander Panchenko, Timothy Baldwin, Preslav Nakov, Maxim Panov, Artem Shelmanov (https://arxiv.org/pdf/2406.15627)

https://github.com/IINemo/lm-polygraph
https://arxiv.org/pdf/2406.15627


Detecting Machine-Generated Content
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Detecting Machine-Generated Text

ACL’2024: M4GT-Bench: Evaluation Benchmark for Black-Box Machine-Generated Text Detection
Yuxia Wang, Jonibek Mansurov, Petar Ivanov, Jinyan Su, Artem Shelmanov, Akim Tsvigun, Osama Mohanned Afzal, Tarek Mahmoud, Giovanni 
Puccetti, Thomas Arnold, Alham Fikri Aji, Nizar Habash, Iryna Gurevych, Preslav Nakov (https://aclanthology.org/2024.acl-long.218/)

https://aclanthology.org/2024.acl-long.218/


https://github.com/mbzuai-nlp/LLM-DetectAIve

LLM-DetectAIve

https://github.com/mbzuai-nlp/LLM-DetectAIve


Tool: LLM-DetectAIve

EMNLP’2024 (demo): LLM-DetectAIve: a Tool for Fine-Grained Machine-Generated Text Detection
Bimarsha Adhikari, Saad El Dine Ahmed, Yuxia Wang, Osama Mohammed Afzal, Zhuohan Xie, Jonibek Mansurov, Ekaterina Artemova, Vladislav Mikhailov, Rui Xing, 
Jiahui Geng, Hasan Iqbal, Zain Muhammad Mujahid, Tarek Mahmoud, Akim Tsvigun, Alham Fikri Aji, Artem Shelmanov, Nizar Habash, Iryna Gurevych, Preslav Nakov



Let Us Take Some Human Text…
https://www.essayedge.com/blog/jump-right-in-essay/

https://www.essayedge.com/blog/jump-right-in-essay/


Let Us Check It with the LLM-DetectAIve…



Now, Let Us Ask Jais to “Humanize” It…



Let Us Check It with the LLM-DetectAIve…
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Biases of Fake News Detectors 
When Seeing Machine-Generated text

(Arxiv) Fake News Detectors are Biased against Texts Generated by Large Language Models
Jinyan Su, Terry Yue Zhuo, Jonibek Mansurov, Di Wang, Preslav Nakov (https://arxiv.org/abs/2309.08674)

• Machine-generated real news  fake news

• Human-written fake news  real news

https://arxiv.org/abs/2309.08674
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Will fake news detector still work well?
If not, how should we adapt fake news detectors to the era of LLMs?

NAACL’2024 (Findings): Adapting Fake News Detection to the Era of Large Language Models
Jinyan Su, Claire Cardie, Preslav Nakov (https://aclanthology.org/2024.findings-naacl.95)

https://aclanthology.org/2024.findings-naacl.95


Disinformation 
Pollution 
Targeting LLMs



43EMNLP2023 (Findings): On the Risk of Misinformation Pollution with Large Language Models
Yikang Pan, Liangming Pan, Wenhu Chen, Preslav Nakov, Min-Yen Kan, William Yang Wang (https://aclanthology.org/2023.findings-emnlp.97)

https://aclanthology.org/2023.findings-emnlp.97


Defense Strategies
1. Misinformation detection

2. Prompting (BEST)
• e.g., “Be aware that a minor portion of the passages may 

contain misinformation. Please ignore them when answering 
the question.”

3. Voting (BEST)
• Segment the context into k groups. 
• Generate an answer for each group
• Apply majority voting

44EMNLP2023 (Findings): On the Risk of Misinformation Pollution with Large Language Models
Yikang Pan, Liangming Pan, Wenhu Chen, Preslav Nakov, Min-Yen Kan, William Yang Wang (https://aclanthology.org/2023.findings-emnlp.97)

https://aclanthology.org/2023.findings-emnlp.97


Propaganda, Framing



Propaganda



The Evolution of Terminology

1. Fake news: focus on factuality

2. Disinformation: factuality + harm

3. Infodemic: focus on harm
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But, the goal is not just to lie or to harm;
It is also to persuade, which is often about emotions!



Propaganda Techniques

Logical 
fallacies

Emotional 
appeals

Personal 
attacks/praises
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49ACL-2020: Prta: A System to Support the Analysis of Propaganda Techniques in the News.
Giovanni Da San Martino, Shaden Shaar, Yifan Zhang, Seunghak Yu, Alberto Barrón-Cedeño, Preslav Nakov



Tool: FRAPPE (FRAming, Persuasion, and Propaganda Explorer)

EACL’2024 (demo): FRAPPE: FRAming, Persuasion, and Propaganda Explorer (https://aclanthology.org/2024.eacl-demo.22/)
Ahmed Sajwani, Alaa El Setohy, Ali Mekky, Diana Turmakhan,Lara Hassan, Mohamed El Zeftawy, Omar El Herraoui, Osama Mohammed Afzal, Qisheng Liao, Tarek Mahmoud, 
Zain Muhammad Mujahid, Muhammad Umar Salman, Muhammad Arslan Manzoor, Massa Baali, Jakub Piskorski, Nicolas Stefanovitch, Giovanni Da San Martino, Preslav Nakov
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https://aclanthology.org/2024.eacl-demo.22/


Tool: FRAPPE (FRAming, Persuasion, and Propaganda Explorer)
https://frappe.streamlit.app/

EACL’2024 (demo): FRAPPE: FRAming, Persuasion, and Propaganda Explorer (https://aclanthology.org/2024.eacl-demo.22/)
Ahmed Sajwani, Alaa El Setohy, Ali Mekky, Diana Turmakhan,Lara Hassan, Mohamed El Zeftawy, Omar El Herraoui, Osama Mohammed Afzal, Qisheng Liao, Tarek Mahmoud, 
Zain Muhammad Mujahid, Muhammad Umar Salman, Muhammad Arslan Manzoor, Massa Baali, Jakub Piskorski, Nicolas Stefanovitch, Giovanni Da San Martino, Preslav Nakov
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https://frappe.streamlit.app/
https://aclanthology.org/2024.eacl-demo.22/


Tool: FRAPPE (FRAming, Persuasion, and Propaganda Explorer)
https://frappe.streamlit.app/
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EACL’2024 (demo): FRAPPE: FRAming, Persuasion, and Propaganda Explorer (https://aclanthology.org/2024.eacl-demo.22/)
Ahmed Sajwani, Alaa El Setohy, Ali Mekky, Diana Turmakhan,Lara Hassan, Mohamed El Zeftawy, Omar El Herraoui, Osama Mohammed Afzal, Qisheng Liao, Tarek Mahmoud, 
Zain Muhammad Mujahid, Muhammad Umar Salman, Muhammad Arslan Manzoor, Massa Baali, Jakub Piskorski, Nicolas Stefanovitch, Giovanni Da San Martino, Preslav Nakov

https://frappe.streamlit.app/
https://aclanthology.org/2024.eacl-demo.22/


Tool: FRAPPE (FRAming, Persuasion, and Propaganda Explorer)
https://frappe.streamlit.app/
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EACL’2024 (demo): FRAPPE: FRAming, Persuasion, and Propaganda Explorer (https://aclanthology.org/2024.eacl-demo.22/)
Ahmed Sajwani, Alaa El Setohy, Ali Mekky, Diana Turmakhan,Lara Hassan, Mohamed El Zeftawy, Omar El Herraoui, Osama Mohammed Afzal, Qisheng Liao, Tarek Mahmoud, 
Zain Muhammad Mujahid, Muhammad Umar Salman, Muhammad Arslan Manzoor, Massa Baali, Jakub Piskorski, Nicolas Stefanovitch, Giovanni Da San Martino, Preslav Nakov

https://frappe.streamlit.app/
https://aclanthology.org/2024.eacl-demo.22/


Complex
Problem

54

• Web-scale

• Multi-platform

• Multi-lingual

• Multi-modal

• Multi-aspect: Factuality, Harm, Bias, Propaganda, Framing, Narratives

Final Thoughts



mbzuai.ac.ae

Mohamed bin Zayed University of Artificial Intelligence
Masdar City, Abu Dhabi, United Arab Emirates

Thank you 
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