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Introduction Results and Analysis Desk Study & Policy-making

Focus on how genAl technologies (e.g., ChatGPT, DeepSeek, Gemini) impact consumer | Key Findings eoorcs vemovad before sreening Desk Study outcomes
behavior, trust, and decision-making, particularly in the spread of mis, dis, and mal-information |- Identifies key policy gaps in genAl regulations globally. g Records dentiie through .| Duplate records removed (n=125) Mapping of global regulatory frameworks

. I g databases (n=1284) ecords excluded by automated filterin . . e ey . . . . . .
(MDM). . | | | | Explores genAl detection tools (GBERT, Grover, SIDE) and & ooty e S _  Risk-based regulation: Prioritizes high-harm MDM risks, enabling tailored interventions
Proposed Solution The study provides a systematic analysis of global regulatory and policy political risks and balances innovation with societal | for public safety and trust.

: A : . Title and abstract screened Records excluded for lack of relevance (n . ] e
frameworks as well as Al tools to address MDM risks and optimize the interplay between protection. — = ) _ Rule-based regulation: Enforce clear, consistent standards but lack flexibility for
humans and genAl moderation. . Examines the role of cognitive biases and MDM | evolving genAl-driven MDM challenges.

Key objectives amplification on digital platforms. Recordsselectedretriel || oetreved rcords n =29 - Self-regulation: Empowers tech companies to adopt ethical guidelines, reducing
- Map existing regulatory frameworks to limit the spread of MDM and its impact on digital |. Shows how technical and regulatory tools can be ‘"f“] regulatory burden. However, it faces challenges due to conflicts of interest and public
platform Consumers to fOSter digital reSiIience' integrated fOI" rObUSt COntent governance. Full texts evaluated for eligibility Exclusions following full-text screening trUSt'
_ To examine governance frameworks' success, adaptability, and coherence to address genAl- |. Offers actionable policy options to boost global (n=293 :1:]d ] Innovation-based regulation: Promotes tech progress while balancing risk and ethical
enhanced MDM risks. coherence and digital resilience. Tameworks exclshely for agaitur principles.
~ To explore Al detection tools and political risks and balance innovation with societal | Challenges & Policy Implications " rmenrmen e, | | POlicy-making and recommendation
. . . analysis and DMM [n = 38). . . . . L. . .
protection.? - Regulatory Inconsistencies: Fragmented governance s fooung soly on et 0| Actionable policy recommendations are essential to promote digital well-being, build
- Identify gaps in regulatory coherence and standardization for cross-border data, across jurisdictions affects global coherence. o mendation gy T trust, and mitigate MDM risks across the digital lifecycle.
international cooperation, and Al ethics. - Al-Driven MDM Risks: Lack of effective detection and " meworemimminon | | = Transparency standards: mandate genAl developers and users to disclose data sources,
. . . . . . ¢ Review articles deemed irrelevant to the
- To recommend policy-making options to address societal and technological contexts of enforcement mechanisms. scope of our meta-analysis 1=3). usage, and environmental impacts to combat MDM.
regions. - Cognitive Biases: Existing policies overlook behavioral e . Risk analysis and sequential deployment: ensure controlled genAl evaluation,
Research Questions (RQs) science in addressing MDM. | o3 174 balancing public scrutiny with misuse risks for responsible innovation.
-  How do legal frameworks and Al tools address MDM challenges and cognitive biases? - TeCh.mcaI .Cha"engesz Fact-checking Al vs. adversarial = eluded study reports n =174 - Digital content regulation: Expand digital content regulation to LLMs and genAl by
- How effective are current regulatory frameworks in tackling MDM challenges? manipulation. . route ARBHATOw Dsgram e o e oo andsereenne m stemat renens mandating notice-and-action mechanisms, trusted flaggers, and Al-generated content
. What strategies/ policies could help to enhance digital resilience against MDM? - Enforcen:jent & Complllan.ce. Weak enforcement of Al- labeling.
- What gaps exist in genAl regulatory methods, and how can policy-making achieve global ge.n.erate . content regu atlor.ws. . o . Anti-bias and data for training: Mandate anti-bias measures in Al training data, ensure
harmonization for societal benefit? Cognitive biases and behavioral science for Digital representativeness, fairness, and early intervention to mitigate MDM risks.
Resilience
Research MEthOdOIOgy . Gaps: Current frameworks overlook psychological . Tech-driven vs. global regulation: Adopt g
, , , : : e B0 Personal Traits . technology-neutral regulations over tech- Sl = e
Approach Systematic review and desk study focusing on global regulatory frameworks and factors shaping MDM co.ns.umptlc?n and trus.t.. _ P 9 bili 9 Global-regulation
consumer behaviour + Echo chambers: Pre-existing beliefs and digital media || specitic laws to ensure adaptability an
: : ' L . algorithms reinforce biased information consumption. . - N | global coherence in regulating genAl and Law for Albased
Systematic review PRISMA guidelines were followed to ensure rigor and transparency. : ; I-group bias o | . MDM (what
. o . . . . - Behavioral nudges: Platforms should prompt users to | | pasesmmmesey @ | & | LLMs. forbidden to do)
Inclusion Criteria Peer-reviewed articles, white papers, and regulatory frameworks addressing . . . . : o | .
o o verify content to reduce bias-driven MDM sharing. . DGomedweme| | | Susceptiiity — Personaity | (|| = Law for Al-based MDM: Evolve legal N /
MDM and digital resilience. . . : . . . ; L Y | | < | \ Dieitalleontent
, , , , - Confirmation bias: Users favor information aligning || Msory trutheffect | | ¥ frameworks to mandate Al-generated & >| T Fegulation
Analysis Comparative analysis of regulatory frameworks, Al tools, and policy gaps. : . . . g — P / | . . : ’ e
Data S S Web of Sci N ; 9 Iat el with beliefs and undermine content moderation | Anchoring bias o \ ; content labeling, detection mechanisms, el
ata Sources Scopus, Web of Science, government reports, and regulatory guidelines. | p——— P g . . Risk analysis and  mitigate the risks of /
P & P 8 Y8 efforts. B famngefeet Tl oo and scrutiny to combat MDM risks | seauenta deroment * wow .
policles. e - Behavioral science integration: Future regulations effectively. / A
® behaviour Viour . . . . . - o o o .
generatlve lntelllgence " ST should incorporate insights to enhance digital resilience Fig. 5 Internal factors influence the consumption | = Building public trust: enforcing
re u 1a Or e . | against MDM. of MDM transparency in content moderation, SO
('D L o . Regulatory harmonization: Policies should address - _
O m gai ecosvstem oo g y |ab6|lng AI enhanCEd MDM, and Transparency
. 1 1 1 1 . . . . . . . . [ Standards
re u atl On O . [l e~ cognitive biases to effectively combat MDM. incentivizing digital platforms to prioritize .
ek & systems y policy | o o oge . . o . utiding public
5 255 = a | Challenges and Pathways to Digital Resilience fact-checking and content verification. trust
ecosystem ra | l | e Ork:j D ga spprosctes | nformation || resinc " | - Echo tamper-resistant watermarks: Embed metadata in Al-generated content for origin tracing and Fig. 4 Policy-making to enhance digital resilience
A r\ / ) . oo
al 8 OhC Q. = 8 g N f i~ [ g | = accountability.
g g S N i - intelligence content I ali i user = . : . . . o = e
o} g frameworks e ) %J _ ==y T o Mar\datory Al contcent labeling: Enhances transparency and user awareness of synthetic media DlSCUSSlOn and COnC|u5|0n
B = )~ ok = & UV (China’s Al Regulations, 2024).
consumer 30 . amewor; . o . . ) . . . . . oy . . .
8 - O — AV . Cross-border policy harmonization: EU’s DSA and DMA promote global cooperation in combating - The study highlights critical gaps in global regulatory frameworks and provides
= o = P = MDM N 3 actionable policy recommendations to enhance digital resilience, balance
=y m T e : Challenges and Pathways to Digital Resilience . t d b t MDM . k . th Al
o — ot . Pre-bunking strategies: Controlled @ InNvocation, and comba FISKS In the genAl era. |
| - = | B exposure to misinformation equips (] o oot _ By brldglng regu!atory gaps and dl.stmgmshmg synthetlc contfent detection from
Fig. 1 Visualization chart of the search string produced through text analysis using the VOYANT tool users to recognize and resist MDM. Tezhn:ilfjompli:'t'teﬁkg . R fac;lﬁal Inaccu rahCIES, tl;f study provides a foundation for adaptive governance and
« o . e ege ° . . . e GenAl content may not be harmful
- Quality assessment Pico portal for evaluation of selected studies. - Digital literacy initiatives: Improve  : acteheckers fal on syninetic media + Satire, opinion, and MDM overlap public trust in the genAl era.
. . . . e Censorship risks suppressing discourse
dddddddd pUblIC awareness and I"ObUStﬂESS : EZ;I:;:ZXIZSiif:;i::;??::elta:;r;i . Transpareﬁt, contexT—F:)ased ?ules are vital Key Ta keaways
eeeee B Oter(035%) against MDM campaigns. _ Global regulatory gaps create inconsistencies in policy enforcement.
ek AITCI S e o — - s | = R€I-time flagging: Al systems - Digital resilience should balance innovation, accountability, and consumer
R e e T reduce reliance on human Sttaiies for ,
banki:rgnouonauf: :f:: temap* e hat, dteepp:j:cey cccccccc peciion seenc (370 moderators and Scale detection otattal Resilience prOteCtlon.
T;;.{jggg;aa{;%% S e 0T sscnonas Mathematics(3.9%) offorts | ik _ Cross-border regulatory coherence is critical for mitigating Al-based MDM.
achine Iearnmg _ ' - &
coanicve gyggoloRgugme f%-":f:'_‘fy Se; Rond 1o ,@5 nnnnnnnn N . . > q . . . . . .
S th,f,cmme..,g',;mi Avs and Humani.. (7% ( . Ethical governance: Balances B _ Actionable policies should integrate Al tools and behavioral science for
po- > < h. i s S S i i i ' |
memameracy.. . aié:?']é.f‘t%: ti@kﬁ?mwﬁ:&issy g:lsﬁogn y AR S . Innovation Wlth SOCIetaI concerns, Enhancing Digital Resilience International Cooperation effeCtlveneSS
e SR S e, ST e N addressing biases and o - Eroomentod mies hinder conto - Regulations should align with societal and technological diversity for impact.
I o digia gavepndhce & ‘BE'I"“:“L‘;Z eeeeeeeee usiness, Mana Social Sciences... (24.0%) . . . . * strengihen tech for response « National differences cause issues . .
o, T S R discrimination. + Adaptable rules for evolving genAl o _ Future governance frameworks should integrate transparency, fairness, and
e pecosytem | ngineerin * Aevanced syswemsitordeiest MO « Institutions can set global norms oy
N e " U . GIObaI regUIatory frameworkS: * Target bof(s and state actors ° - IBaltatnct:e norms witthg;ot\)/elreignty dCCOU nta blllty-
colgpety | | — e - * Promote literacy to combat MDM  Enforcement and Compliance ] ]
mp:rvmhh Ihmtphf):}( Address CrOSS-bOFder MDM " Flexible governance for tech shifts « Inconsistent MDM enforcement - TrUSt In AI SYStemS depends On regUIatO ry Clarlty and COnsumer awa reness.
H « Weak penalties reduce impact . . . . « .
Fig 2 Keyword co-occurrence analysis of studies with Fig. 3 Distribution of studies based on the search string challenges to ensure uniform « Stronger global enforcement needed _ This study provides a foundation for policymakers to enhance global digital
H « Real-time monitoring is crucial .
VOSViewer Softwa re by resea r‘ch area Compllance' « Tech firms accountable for content reS|||ence.




